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ETHICAL HACKING
(Computer Science and Engineering — Cyber Security)

m Max. Marks: 75
Note: i) aper consists of Part A, Part B.
i)Part compulsory, which carries 25 marks. In Part A, Answer all questions.
iii) In wer any one question from each unit. Each question carries 10 marks
a, b as sub questions.
PART - A
(25 Marks)
1l.a)  Explain briefly abou erations. [2]
b)  Write a short note on Computer Security. [3]
c) Explain briefly about Sour i

[2]
d)  Write a short note on The Test@ [3]
e) Discuss briefly about Dumpster Divi [2]
f)  Explain briefly about Warchalking. [3]
g) Explain briefly about Evasion. [2]
h)  Write a short note on Services and Areas 0 [3]

i)  What is Vulnerability Ranking? [2]
J)  Write a brief note on Presentation. Q [3]
PART - B O
(50 Marks)
2. Discuss in detail about following Framework Components: /

a) Enumeration

b) Deliverable and Integration. [5+5]
OR >
3.a) Explain in detail about Component Parts of Information Security Progra

b)  Discuss in detail about Security Architecture.

4.a)  Explain in detail about Business Objectives and Business Challenges. e
b)  Distinguish between Inherent Limitations and Imposed Limitations. @
OR

5.a) Explain in detail about Teaming and Attack Structure.
b)  Write a brief note on Engagement Planner. [5+5]

6.a) Explain the importance of Attacking System while Preparing for a Hack.
b)  Explain briefly about Social Engineering. [5+5]
OR
7.a)  Write a detailed note on Helpdesk Fraud.
b)  Explain in detail about Prowling and Surfing. [5+5]



8.a)  Explain in detail about Preparing for the Next Phase in Enumeration.
Write a detailed note on Wardialing. [5+5]
(2 o
. Explain in detail about RootKits.
) ss in detail about Looking Around or Attack in Enumeration. [5+5]

10.a) Digtuss iy detail about the Final Analysis and the Potential Analysis in The

elivegdble.
b) Explaln in dgfail about Aligning Findings. [5+5]
OR
11.a) Discuss th e of Integrating the Results.
b) Explain in detail@bout Defense Planning. [5+5]
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