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Note: i) Question paper consists of Part A, Part B. 

          ii) Part A is compulsory, which carries 25 marks. In Part A, Answer all questions.  

          iii) In Part B, Answer any one question from each unit. Each question carries 10 marks               

      and may have a, b as sub questions.    

 

PART – A  

    (25 Marks) 

 

1.a)      What is steganography?          [2] 

   b)      Outline the key range and key size.         [3] 

   c)      Recall the Knapsack Algorithm.                    [2] 

   d)      Identify the Principles of public key cryptosystems.      [3] 

   e)      Summarize Message authentication codes.       [2] 

   f)       Explain the Elgamal Digital Signature Scheme.       [3] 

   g)      Differentiate HTTP vs HTTPS.        [2] 

   h)      Summarize the Wireless Network Security.      [3] 

   i)       What is cross-site scripting vulnerability?      [2] 

   j)       Outline IP Security.          [3] 

 

PART – B  

(50 Marks) 

 

2. Classify the substitution techniques with examples, also identify the best substitution 

techniques among the list.         [10] 

     OR 

3. Categorize the transposition techniques with examples, also identify the best transposition 

techniques among the list.        [10] 

         
4. Illustrate the AES algorithm.         [10] 

      OR 

5.a) Write the Diffie-Hellman Key Exchange algorithm.      

b) Suppose that two parties A and B wish to set up a common secret key (D-H key) between 

themselves using the Diffie Hellman key exchange technique. They agree on 7 as the 

modulus and 3 as the primitive root. Party A chooses 2 and party B chooses 5 as their 

respective secrets. Calculate their D-H key.      [5+5] 

 

6.a) How do you perform Symmetric Key Distribution Using Symmetric and Asymmetric 

Encryption.            

   b) How do you perform Public Key distribution?     [5+5] 

      OR 

7.a) Examine the Requirements for Authentication.      

   b) Identify pros and cons of X.509 Authentication Service.    [5+5] 
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8.a) Compare and contrast Secure Socket Layer and Transport Layer Security in all aspects.  

   b) Examine the Web security considerations.      [5+5] 

      OR 

9.a) Examine the Wireless Security with an example.      

   b) How do you provide security in IEEE 802.11i Wireless LAN?   [5+5] 

    

10. Illustrate S/MIME for email security.       [10] 

      OR 

11.a) Discuss the Virtual Elections by considering a pilot constituency Hyderabad.  

     b) Describe the process of Encapsulating security payload.    [5+5] 
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