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1.a) How security services are related to security mechanisms?  

   b) List and explain the possible types of attacks.     [8+7]  

 

2. Explain the substitution techniques and transposition techniques with examples. [15]  

 

3. Explain the principles of Public key cryptosystems. Discuss the Knapsack algorithm.[15] 

   

4. Write down the code snippet for AES algorithm and explain with a neat diagram. [15] 

 

5. Explain how SHA-512 algorithm works.      [15] 

 

6. List and explain the techniques used for public key distribution. Also, explain how session 

key is exchange using public key cryptography.     [15] 

 

7. How SSL Handshake protocol establishes a session? Explain in detail.  [15]  

 

8.a) Discuss the significance of each field of Public key ring data structure in PGP.  

   b) With the help of neat diagram, explain the IP security architecture.   [8+7] 
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